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Abstract—As the COVID-19 pandemic resulted in school
closures since early 2020, children have spent more time on-
line through virtual classrooms using educational technology
(EdTech) and videoconferencing applications. This increased
presence of children online exposes them to more risk of cyber
threats. Here, we present a review of the current research and
policies to protect children while online. We seek to answer four
key questions: what are the online threats against children when
learning online, what is known about children’s cybersecurity
awareness, what government policies and recommendations are
implemented and proposed to protect children online, and what
are the proposed and existing efforts to teach cybersecurity to
children? Our study emphasizes the online risks to children and
the importance of protective government policies and educational
initiatives that give kids the knowledge and empowerment to
protect themselves online.
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I. INTRODUCTION

In early 2020, as COVID-19 spread and much of the world
went on lockdown, remote learning became the new normal for
primary and secondary school students around the globe. In the
U.S. alone, approximately 50.8 million public school students
were affected by this sudden shift in education delivery, and
by May 2021, 80% of students were learning in a remote-only
setting [1].

With this unprecedented online presence of K12 students,
the risk of cybercrime, safety, and privacy threats to children
also increased. The Federal Bureau of Investigation (FBI)
documented a 69% increase in complaints to the Internet
Crimes Complaint Center (IC3) in 2020 compared to 2019.
Additionally, there were 3,202 crimes committed against
children, a 59% increase from 2019 [2]. In 2021, the FBI
documented a 7% rise in complaints to the IC3 as compared
to 2020. Additionally, there were 2,167 crimes committed
against children [3]. In April 2020, the FBI issued a public
service announcement noting that cyber actors were exploiting
the virtual environments being used during the pandemic,
providing tips for staying safe while using education tech-
nology [4]. In December 2020, the US Cybersecurity and
Infrastructure Agency (CISA) published a fact sheet noting
a rise in malicious cyber incidents against school computer

systems, in some cases rendering remote learning inaccessible
or threatening to leak student information unless a ransom is
paid [5].

While schools have essentially returned to an in-person
format, some school districts have had to return to online
learning due to flu outbreaks and ransomware attacks, for
example [6]–[8]. Ransomware attacks against educational in-
stitutions have surged since the COVID-19 pandemic began,
targeting many school districts [9]. The education sector
has been subjected to cyberespionage while targets include
students and platforms such as Zoom, which many students use
during remote learning [10]. Even more alarmingly, 500,000
Zoom passwords have recently surfaced on the dark web [11].
Furthermore, Human Rights Watch found that 145 out of
163 educational technology (EdTech) remote learning tools
collected and shared students’ data with 196 third-party com-
panies, mostly advertising technology companies, such that
the students were then tracked across the internet [12]. In
response, the US Federal Trade Commission (FTC) issued
a policy statement to EdTech companies, in which the FTC
asserted that companies cannot require students to surrender
their privacy in exchange for learning online and maintained
that EdTech must protect student privacy [13].

The many risks that exist to children’s online privacy and
safety and the increased use of EdTech learning applications
necessitate investigating and summarizing the existing threats,
policies, and cybersecurity awareness strategies. This literature
review explores the following key questions listed by section:

• Section III.A. discusses the existing threats that kids face
when using EdTech online learning tools.

• Section III.B. evaluates what is known about cybersecu-
rity awareness among K12 students.

• Section III.C. examines government policies that have
been implemented or proposed to safeguard kids’ privacy
and security.

• Section III.D. explores proposed and existing efforts to
teach cybersecurity to K12 students.

Our research has revealed that while there are efforts being
made to protect children online, much work still needs to
be done by governments, organizations, and school districts
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to ensure students’ privacy and safety when using EdTech
and videoconferencing tools. Our goal in this article is to
provide the cybersecurity community, policymakers, and K12
administrators and educators with an overview of the latest
research, policies, practices, and open issues, including both
existing and proposed efforts to keep K12 kids safe online in
the era of online learning. Note that in our paper, the definition
of a child is a person who is under 18 years old as defined by
the Convention on the Rights of the Child [14].

II. METHODS

Our research is based on an academic literature review,
web search, and policy review. Google Scholar and Google
Search were used. Most sources are from no earlier than
the year 2020, although some are from before 2020 for
additional background information as needed. Our research
is based on answering the key questions listed in Section I
and discussed in Section III. Example keywords in our search
include distributed systems, children, teenager, online safety,
online safety threats, cybersecurity, e-learning, online learning,
remote learning, distance learning, cyberattacks on children,
cybersecurity awareness, cybersecurity education, cybersecu-
rity knowledge, cybersecurity awareness, gamification, and
game-based-learning, and policies.

III. RESULTS

A. Online Privacy and Security Risks to K12 Children

The US Government Accountability Office (GAO) reported
in September 2020 that between July 2016 and May 2020,
there were 99 disclosed student data breaches that affected
287 K12 school districts and thousands of students. Types
of student data that were breached include academic records,
personally identifiable information (PII), login credentials,
medical data, location data, demographic information, etc.
Data breaches such as these might result in ”physical, emo-
tional, and financial harm” [15]. The K12 Security Information
Exchange (K12 SIX) revealed in its 2022 annual report that
there were 1,331 publicly reported cyber incidents between
2016 and 2021, including but not limited to student data
breaches, ransomware attacks, and invasions of online classes
and school meetings [16].

This kind of threat to student privacy and school information
technology (IT) infrastructure was only exacerbated by the
sudden rush to online learning by K12 schools that were
inadequately prepared or lacked the resources to handle this
expanded reliance on information technology. For instance, as
school districts circumvented security measures that protect
students’ data, the Connecticut governor signed an executive
order in early 2020 that permitted Connecticut to temporarily
wave its state student privacy law [1] Factors that compromise
online learning safety include insecure network connections,
lack of digital literacy, and the ”digital hijacking” of remote
learning applications [10]. Online security threats increased
as an unprecedented number of K12 students attended school
remotely. For instance, the FBI issued public service an-
nouncements in May and October 2020 warning of an increase

in online threats to minors, including broadcasting child sexual
abuse material during Zoom meetings [17] and predators
luring children on social media to facilitate child abductions
[18].

In a national survey, U.S. teens between 13 and 17 reported
experiencing a significant increase in cyberbullying since the
beginning of the pandemic, while Asian American youth
have experienced racially motivated cyberbullying at an in-
creasingly disproportionate rate [19]. However, another study
found that cyberbullying had stayed relatively stable [20].
Furthermore, in December 2020, CISA issued an alert that
warned of reports that cyber actors were disrupting distance
learning services and stealing personal data. For example,
ransomware attacks were used to disrupt distance learning and
to steal and threaten to leak student data. By September 2020,
over half of the reported ransomware attacks were against
K12 institutions as compared to the months from January to
July 2020, in which less than one-third of the attacks were
against K12 institutions. Other cyber threat examples include
DDoS attacks; video conferencing disruptions involving verbal
harassment, showing pornography or violent depictions, and
doxing; social engineering; and exploiting exposed ports or
end-of-life software [21].

Additionally, as children are more reliant on EdTech soft-
ware for school during remote learning, another major threat
that K12 children face is the collection and selling of their
personal data to third parties [12]. As a result, the Fed-
eral Trade Commission vowed to crack down on EdTech
companies that engage in the surveillance of children, citing
compliance with the Children’s Online Privacy Protection Act
(COPPA) which prohibits mandatory data collection, using
children’s data for economic gain and retaining data for longer
than needed [22]. Examples of the kinds of data collected by
common EdTech companies are listed in [23]. Finally, while
the use of artificial intelligence (AI) in EdTech might help to
improve a child’s educational experience through personalized
learning, intelligent and adaptive tutoring and testing, and task
automation [24], there are concerns that the data-hungry nature
of AI infringes on children’s data protection and privacy rights
[14]. One example is the case of two children who sued
Google for allegedly using its online classroom software to
collect biometric data from millions of students in violation
of Illinois’ Biometric Information Privacy Act and COPPA
[25].

B. Cybersecurity Awareness among K12 Students

A Pew Research study in the US found that 36% of Amer-
icans never read company privacy policies before consenting,
while 63% say they understand little or nothing about data
privacy laws and regulations. Moreover, 59% and 78% of
Americans understand little to nothing about how companies
and the government, respectively, collect and use their data
[26]. Additionally, another Pew Research study found that
most internet users could correctly answer fewer than half of
cybersecurity quiz questions [27]. Thus, it is likely that parents
or caretakers, or even educators, may not know enough to help
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protect children’s online privacy [28]. Furthermore, as children
spend a significant portion of their time online, they must
have a substantial amount of knowledge and understanding of
cybersecurity and data privacy principles to keep themselves
safe. This section discusses several small studies that mea-
sure cybersecurity and privacy knowledge, understanding, and
skills among children.

According to a U.S. survey by the EdWeek Research Center,
less than half of educators say that their students receive
cybersecurity education. Furthermore, over a third of teachers,
principals, and district leaders said they know little or nothing
at all about cybersecurity education. Only 10% said they know
a lot. When asked how much educators’ students know about
cybersecurity education, only 3% of educators said a lot, while
nearly two-thirds said their students know little or nothing at
all. [29].

A New Zealand study published in 2016 surveyed cy-
bersecurity awareness among 2,214 youth aged 8-21 years
old. The respondents were divided into three age groups:
8-12 (primary school), 13-17 (secondary school), and 18-21
(university). Questions were asked about cybersecurity terms,
security software, data protection concepts such as access
rights and backups, and sources of security breaches such as
clicking on ads or installing apps. The authors found an overall
cybersecurity awareness of only 19%, 32%, and 41% among
age groups 8-12, 13-17, and 18–21, respectively [30].

In a study from the Netherlands which evaluated Dutch
elementary and high school students’ cyber-secure behavior,
the authors found that students generally exhibited both cyber-
secure and reckless behavior. They surmised that students learn
online behavior through personal experience or family, rather
than in school, thus prompting the authors to recommend that
children begin learning about cybersecurity in school at an
early age [31].

In a US survey of 189 students in grades 3 through 8, only
13% created passwords that are considered ”very strong”, a
skill that the researchers argue requires both mature cognitive
and linguistic abilities. However, students generally displayed
good password hygiene such as password memorization and
secrecy, although 6-8th grade students reportedly shared pass-
words with friends at a higher rate than 3rd-5th graders. No-
tably, more than half of 3rd-5th graders and over three-quarters
of 6-8th graders reported reusing passwords extensively [32].

It is also worth noting that socio-economic status may also
influence a child’s cybersecurity knowledge. For example, a
study from Scotland found that children who experienced fi-
nancial deprivation performed worse in both password knowl-
edge and recall, in spite of learning from the same exact
curriculum and teachers as their more affluent peers [11].

C. Policies, Practices, and Recommendations for Protecting
K12 Students’ Privacy and Security

According to the GAO, data privacy and data security
have different meanings, although they are related ideas. Data
privacy involves restricting the ”collection, use, and handling”
of data. On the other hand, data security means that an

organization (e.g., a school system, EdTech company, etc.)
preserves data ”confidentiality, integrity, and availability” [15].
It is important to improve laws and practices to maintain
security. This section discusses various policies, practices, and
recommendations for protecting children’s online data privacy
and security.

FERPA (US): Enforced by the US Department of Edu-
cation, the Family Educational Rights and Privacy Act of
1974 (FERPA) requires federally funded schools to protect the
privacy of personally identifiable information (PII) contained
in student records. FERPA, however, does not directly address
the use of EdTech [15]. iKeepSafe has provided a ”FERPA
101 for EdTech Companies” [33]. For instance, it warns that
schools will be held liable if the EdTech platform decides to
change its terms of service in a way that violates FERPA,
and thus, schools will be unable to use its platform. FERPA
loopholes include the definition of educational record being
too broad and an amendment that allows schools to disclose
students’ records to ”educational partners” [34]. Additionally,
FERPA lacks enforceability and requires significant updates to
address the increasing use of third-party digital technologies
in K12 schools such as cloud providers [35].

COPPA (US): Enforced by the FTC, the Children’s Online
Privacy Protection Act of 1998 (COPPA) addresses both data
privacy and security of children under age 13, since children
in this age group may not completely understand the online
privacy risks and their potential negative impact [36]. In
addition to websites and online services, COPPA also applies
to EdTech vendors and requires that online vendors notify
and obtain parental consent to collect a child’s personal data
[15]. Schools may consent to data collection so long as the
data is for school purposes only [35]. The FTC’s Policy
Statement establishes that it will enforce EdTech to comply
with the COPPA Rule, including limiting the collection, use,
and storage of children’s data and requiring a reasonable
amount of data security [37]. An exception allowed by the
FTC permits student data to be disclosed to ”educational
partners” by schools, which then requires FERPA oversight
[34]. An example of such an exception is online test providers
[35]. In 2013, a tool called POCKET(Parental Online Consent
for Kid’s Electronic Transactions) was designed to meet the
requirements of COPPA. It is a prototype tool to give parents
more control over their children’s online privacy [38].

SOPIPA (California): Passing more stringent state laws that
supplement existing federal laws like FERPA and COPPA may
improve data privacy and security. One example is Califor-
nia’s 2016 Student Online Personal Information Protection
Act (SOPIPA), a student privacy bill that prohibits EdTech
companies from using or selling student data for targeted
advertising and disclosing PII with certain exceptions. SOPIPA
also requires that EdTech companies have security measures in
place to protect student data and permits deidentified student
data to be used for the improvement of educational products
and for marketing. As a result, many EdTech companies
have signed the Student Privacy Pledge to apply the same
privacy protections to students outside of California. However,
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critics argue that lack of federal oversight does not hold the
companies accountable to the pledge [35]. A searchable list
of other U.S. state student privacy laws can be found at [39].

K12 Cybersecurity Act (US): In October of 2021, President
Joe Biden signed the K12 Cybersecurity Act, which requires
CISA to study the cybersecurity challenges faced by school IT
systems and sensitive student records. It also requires CISA
to provide a set of guidelines and online training for school
leaders and to provide all study results, recommendations, and
training on the US Department of Homeland Security (DHS)
website [40, 41]. While the new recommendations should raise
awareness and provide an actionable plan, one challenge that
many schools might face is a lack of funding [42].

GDPR (European Union): The European General Data
Protection Regulation (GDPR) is considered the ”toughest
privacy and security law in the world” [43] that regulates
how organizations around the world gather, process, store,
and distribute personal data from people in the European
Union [44]. Under the GDPR, children under the age of 13
must have permission from their parents to consent to the
processing of their data [43]. The Council of International
Schools provides guidelines for ensuring that the use of online
learning platforms is in compliance with GDPR [44].

Children’s Code (United Kingdom): The UK’s Children’s
Code, which is based on the GDPR [45], requires any UK
or non-UK online service that obtains and processes the data
of children accessing the service to comply with the code
or risk paying fines. The UK Information Commissioner’s
Office recommends that companies map the collected data,
verify users’ ages, turn off geolocation services, refrain from
pressing children to share more personal information, and
deliver a high degree of privacy [46]. A UK survey of school
officials revealed that 1 in 12 UK schools have no data
officer, violating compliance with GDPR rules. Additionally,
school officials gave themselves an average 6.9 out of 10 for
GDPR compliance [47]. A 5Rights Foundation study in the
UK found that only 1 in 10 students aged 7-16 approved of
EdTech apps sharing their data and also identified a few key
problems with data governance in schools. These problems
include the impossibility of knowing what data EdTech is
collecting, EdTech profiting off of children’s data, lack of
transparency of privacy policies and legal terms, and schools
having the responsibility but no authority over EdTech data
collection. The study recommends that the government require
transparency of EdTech’s data collection practices, prioritize
children’s interests over commercial interests and mandate the
Children’s Code for all of EdTech, require that EdTech be
transparent in their privacy policies and legal terms, negotiate
with EdTech to standardize contracts between EdTech com-
panies and schools, and prohibit students’ data from being
transferred to a country that has lower data privacy standards
than the GDPR, such as the US [48]

Around the world: A study by Comparitech revealed that
18 out of 50 countries have no data privacy legislation which
clearly specifies the protection of children’s data. France
scored highest among countries because of the requirement in

the French Data Protection Act that children under 15 also give
joint consent alongside their parents or caretakers. However,
the United States scored in the middle since COPPA fails
to cover nonprofits, the government, and data brokers and is
weaker than the GDPR in its restrictions on targeted adver-
tising [49]. While COPPA does require security checks on
third-party vendors, Comparitech found that 18% of ”teacher-
approved” apps in the Google app store violate COPPA [50].

In addition to the U.S. and global online child protec-
tion policies, many organizations offer recommendations and
guidelines for keeping children safe online. These are de-
scribed below.

GAO Recommendations (US): Due to the increasing preva-
lence of attacks on K12 IT infrastructure, the GAO has issued
several recommendations to the Department of Education and
the Department of Homeland Security. These recommenda-
tions include setting up cybersecurity coordination efforts
between the agencies and school districts and measuring the
efficacy of cybersecurity products and services. This is to be
done in coordination with CISA [51].

CISA Recommendations (US): In the early days of the
pandemic, CISA offered guidance to K12 schools using
videoconferencing tools and online learning applications. The
agency offers security and best practice recommendations to
K12 organizations and end users. Example recommendations
include reducing schools’ attack surface by minimizing the
number of collaboration tools and establishing distance learn-
ing policies that address physical and information security
needs. [52].

K12 SIX Recommendations: Established in 2020, the non-
profit organization K12 Security Information Exchange (K12
SIX) aims to collaborate with and assist K12 institutions to
defend themselves from growing cyber threats. The organi-
zation provides a list of actionable cybersecurity protections
for schools to implement, which includes sanitizing network
traffic, protecting devices, safeguarding identities, and per-
forming routine security maintenance. Additionally, K12 SIX
also advocates for more K12 cyber incident disclosures, im-
proved cybersecurity practices among cloud software vendors
like EdTech, K12 sector-specific threat intelligence and best
practices, and collaboration across K12 districts [16].

D. Educating Kids about Online Safety

For students to protect themselves online and become
responsible digital citizens, they need to have knowledge
of cybersecurity and privacy principles. Several examples
of existing or proposed measures to educate students about
online safety and cybersecurity are described below. Many of
these measures leverage children’s interest in playing computer
games. Gamification and game-based learning techniques may
also be used to engage and motivate students and to improve
problem-solving abilities [53].

Sponsored by the National Science Foundation and National
Security Agency, the GenCyber summer camp program offers
cybersecurity education to middle and high school students
across the United States. Since it began in 2014, the program’s
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goal is to educate and inspire youth to learn cybersecurity
principles through hands-on learning [54]. The total number of
camps grew from 42 in 2015 to 123 in 2019, while the number
of students grew from 1,240 to 15,545 in the same period. [55].
Furthermore, high interest in cybersecurity jumped from 33%
to 69% in 2018 and from 27% to 73% in 2019. Additionally,
attitudes towards safe online behavior grew from 85% in 2017
to 97% in 2019 [55]. Furthermore, GenCyber Girls was also
shown to increase girls’ interest in cybersecurity [56].

Google’s Be Internet Awesome targets children in the 3rd
to 5th grades [57] and aims to teach ”kids the fundamentals
of digital citizenship and safety so they can explore the online
world with confidence”. It includes a web-based game called
”Interland” to teach kids digital safety and a downloadable
curriculum for educators [58]. While it has the advantage of
being an accessible and fun educational tool for kids, it falls
short in the three following areas: (1) it doesn’t educate kids
about how organizations might use their data, (2) it focuses
on what the user can control (e.g., passwords), but not on
what the user cannot control (e.g., personal data being sold to
advertisers), and (3) it depicts Google as an authority on the
subject [57].

Other available educational resources include MIT Media
Lab’s student workshops [59], Fordham CLIP’s Privacy Edu-
cators Program [60], Teaching Privacy [61], UK Safer Internet
Center for ages 3-11 [62] and 11-19 [63], netsmartzkids [64],
and Stop. Think. Connect. [65].

Antonenko, et. al. [66] proposed a curriculum that uses web-
and Android-based games, puzzles, simulations, unplugged
group activities, stories, and role model videos to teach kids
in grades 3 through 5 cryptology and cybersecurity concepts.
In the study, the authors found that by using this curriculum
students as young as 8 successfully learned cryptology and
cybersecurity skills.

Additional examples of gamification or game-based learn-
ing techniques proposed in the literature for cybersecurity
education include ”A Day in the Life of the JOs” [67], a
Gamification Awareness prototype on Facebook Messenger
[68], an iMonsters board game [69], the RAD-SIM framework
[70], and CryptoScratch [71]. Furthermore, one study has also
proposed a machine learning-based automatic feedback system
for students studying cybersecurity [72].

Existing cybersecurity education techniques are not without
criticism, however. Smith et. al. [54] noted a weakness in
cybersecurity education programs, arguing that while these
programs impart cybersecurity knowledge to the students,
they may not necessarily translate into modified behavior.
Thus, the authors propose that to stimulate behavioral change,
the protection motivation theory must also be integrated into
cybersecurity lessons. However, an empowerment strategy that
promotes critical thinking is also proposed as an effective tech-
nique through building both awareness and strategic thinking
[57]. Furthermore, digital literacy has been found to improve
the online risk and self-control of elementary-aged students
who participate in online learning [73].

A major challenge in teaching K12 students cybersecurity is

the lack of teachers who have the competency and knowledge
to teach the subject. A proposed solution to this is the PICSAR
project used to both educate students and provide cybersecurity
education training to teachers. It also helps K-8 teachers to
develop STEAM lesson plans to teach grade-specific topics
such as cryptography and digital ethics [74]. Additionally,
Dawson et. al. [75] have proposed a 2025 vision to integrate
cybersecurity education into preservice teacher education pro-
grams so that preservice teachers can incorporate cybersecurity
education into their classrooms. For instance, the authors
propose integrating cryptography into social studies, language
arts, science, and mathematics lessons, citing CryptoClubs as
an example [75].

IV. DISCUSSION

Before the pandemic, there were already concerns about
children’s privacy in relation to online learning [1]. When
lockdowns began, schools increasingly relied on information
technology infrastructure to support children’s learning includ-
ing EdTech and videoconferencing tools, which made K12
school systems more vulnerable to attacks [51]. In our review,
we have found that as children increasingly use EdTech online
learning tools, they are also at an increased risk of security
and privacy breaches, especially since children tend to lack
the appropriate knowledge of cybersecurity and online safety.
Furthermore, the sporadic nature of K12 cybersecurity educa-
tion [75] necessitates a national and international cybersecurity
education standard for both K12 students and teachers.

Although there are existing and proposed policies such as
those listed in Section III.C., as more children use EdTech
and the internet for school, policies and best practices need to
be created and improved to protect students’ data and privacy
and to educate them about online safety. According to the
GAO, it is not entirely known the extent to which cybersecurity
incidents have impacted schools because school systems may
not publicly disclose a cybersecurity breach [15]. K12 SIX has
estimated that up to twenty times more K12 cyber incidents
might occur than what is publicly disclosed [16]. Kamaludeen
et. al. [76] have proposed a framework of standard guidelines
for K12 school districts to close gaps in existing cybersecurity
frameworks, which could be implemented to help schools
improve incident response and disclosures.

The major stakeholders in protecting children’s privacy and
security–i.e. caregivers, teachers, school leaders, policymakers,
EdTech, and cybersecurity professionals–must foster an envi-
ronment that promotes good cyber hygiene and keeps kids safe
online. The growing interest in cybersecurity (Fig. 1) along
with expanding cybersecurity education initiatives [77]–[80]
and a widening cybersecurity workforce gap [81] suggests a
climate that might foster advancements in K12 cybersecurity
education at all grade levels.

V. CONCLUSION

Overall, we have come to the following conclusions in our
research: there are numerous threats to children as they learn
online with EdTech and videoconferencing software, children
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(a)

(b)

Fig. 1. Google Trends search keywords from November 2017 to November
2022. A value of 100 indicates peak popularity for the search term. (a) Search
terms included in this data are ”online learning safety” [82] and ”online safety
for kids”. There was not enough data for the search term ”online learning
safety for kids”. (b) Compared to the previous two search terms, an interest
in cybersecurity appears to have been steadily growing over the past five years
among Google Search users. [83]

need nationally standardized online safety and cybersecurity
education in schools, governments and organizations must
strengthen policies to protect children while using EdTech
and videoconferencing tools to learn online, and game-based
learning and training may be effective tools to teach children
online safety.

In future studies, it would be useful to conduct a com-
prehensive and comparative review of EdTech’s privacy and
cybersecurity policies with respect to K12 students’ data
and privacy. Moreover, evaluating the cybersecurity tools
employed by K-12 school systems to safeguard student pri-
vacy and security during online learning via EdTech and
videoconferencing platforms would be prudent. Comparable
research has been conducted in the context of families [84]–
[87]. It would likewise be valuable to quantify to what extent
cybersecurity is taught in the approximately 98,000 US K12
public schools [15] and how effective such programs are in
boosting cybersecurity knowledge and improving students’
online safety behavior. Finally, it would be worthwhile to
conduct a large-scale and comprehensive survey of K12 stu-
dents’ cybersecurity knowledge and to what degree they have
faced security and privacy threats while learning online using

EdTech and videoconferencing platforms, while also taking
into account various demographics. Answers to these open
questions and issues may help to guide policymakers and
school districts to improve both cybersecurity policies and
practices and curriculum design.
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